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ABSTRACT – Android-based mobile devices are 

among the prominent mobile devices use by the 

community and the amount of data stored  in  such  

devices  is  much less  as  compared  to  the  amount  of  

data  stored  in  computers,  but  this  small  amount  of  

data  is  potential  to reveal  useful  information for 

mobile malware attack incident investigation. The 

traceability process in a mobile malware incident has 

become a crucial part of the digital forensic 

investigation process due to its capability to map the 

events of an incident from different sources in collecting 

evidence of an incident to be used for other additional 

investigation aspects. Thus, the need of finding and 

mapping evidence in Android platform has also become 

more important. Based on this reason, this research 

project proposes the adaptability of the traceability 

matrix to represent the relationship in the digital 

forensic investigation process by assimilating the 

traceability features in the android base mobile device 

environment. The aim of this research is to construct the 

traceability matrix in  mobile  forensic  investigation  to  

identify the  relationship  between  the  components  of  

forensic  investigation  and  the  incident  events  

discovered on Android-based mobile devices.   

 

1. INTRODUCTION 

 The usage of mobile devices in recent years has 

been tremendously increasing especially when its 

functionality can do more than just making calls and 

handling SMS. According to the International 

Telecommunication Union (ITU) [1], in 2016, there are 

7.5 billion mobile users with more than 3.8 billion 

mobile‐broadband subscriptions worldwide. Currently, 

Android OS is widely used by the mobile devices 

market shares; Gartner Inc. stated that 84.1% 

smartphone sales during the first quarter of 2017 is on 

Android platform [2]. Despite the rapid growth of 

Android-based mobile devices in the market, ahead of 

the other competitors, it also has become an ideal place 

for malware writers. The increase in mobile applications 

in Android has also ignited the possibility of malicious 

programs that can exploit mobile devices that are used 

for online banking, online shopping or any sensitive 

transaction.  

 Consecutively, mobile malware has become a 

serious threat in the cyberspace and contribute as one of 

biggest digital crime incidents. Digital crime nowadays  

has  grown tremendous  especially  with the evolving  of 

diverse  digital  devices  on  the mobile  platform.  This  

in  turn increased  the  potential  for  data  stored  on  

mobile  devices  to  be  used  as  evidence  in  civil  or  

criminal  cases [3]. However,  current  digital  forensic  

investigation  process  model  is  lacking  the  standard  

of  investigation  process.  Additionally,  the  

insufficient of  traceability  (cross-referencing  and  

linking)  in  the  investigation  processes  leads  to  the  

difficulty  of  identifying  the  origin  of  the  crime [4].  

The  investigation  becomes  more  critical  in  tracing  

the  evidence  due  to  the  huge volume of evidence 

generated from diverse digital devices [5].  Analysis and 

forensics of malware behaviour is an essential 

technology that extracts the runtime behaviour of 

malware and supplies signatures to detection systems 

and provides evidence for recovery, clean up and 

forensics [6]. The objective of digital forensic 

investigation process in a cybercrime is to preserve any 

evidence in its most original form while performing a 

structured investigation by collecting, identifying and 

validating the digital information for reconstructing past 

events while maintaining the chain of custody. Whereas 

the traceability process has become a crucial part of the 

digital investigation process because it is capable to map 

the events of an incident from different sources in 

collecting evidence of an incident to be used for other 

additional investigation aspects.  

 

2. METHODOLOGY 

 This research constructs an Android malware 

incident traceability matrix which map the events of the 

malware incident with the malware traces are acquired 

from different sources. This traceability matrix helps 

malware forensic investigator to obtain evidence from 

an incident during a mobile malware analysis or 

investigation. In this research, traceability is defined as 

the ability to discover the events of an incident from 

different sources in order to obtain useful evidence. In 

order to have the evidence well managed, work in [7] 

suggested that a traceability can be established from the 

source evidence to its lower level evidence and from the 

lower level evidence back to their sources.  

For the purpose of this research a case study of 

investigating a GoldDream android malware infection is 

executed. The Android malware is executed on 

Samsung Galaxy Tab 7.7 GT-P6800 16GB 1GB RAM 

and the network traffic activity, the system call and 

androids event log or logcat is captured. The behavior 

of the GoldDream Android’s malware is believed to 

have the capability to log all incoming and outgoing 



Proceedings of Innovative Research and Industrial Dialogue’18, pp. XXX-XXX (July 2018) 

 

 
© Advanced Manufacturing Centre  

79 

 

phone calls and received SMS. The log captured is then 

sent to an external server [8]. At the same time the 

GoldDream Android’s malware also captured the 

device’s information such as IMEI, phone number and 

model, which then sent to an external server.  The 

tracing and mapping procedures for the malware 

incident traces is shown in Figure 1 and Figure 2. 
 

Tracing Traces from the network traffic

Tracing Traces from the system call

Tracing Traces from the logcat

 
Figure 1: Tracing procedures for tracing evidence of 

malware incident 

 
Mapping Traces of incidents within sources

(Network Traffic)

Mapping Traces of incidents within sources
(Network Traffic and System Call)

Mapping Traces of incidents within sources
(System Call and Logcat)  

Figure 2: Mapping procedure for incident traces 

 

3. RESULT AND DISCUSSIONS 

 The proposed Android malware incident 

traceability matrix identifies the relationship between 

the incident traces and the sources of evidence during 

the forensic investigation process. The sources of 

evidences for the traceability matrix in the case study 

are network traffic, system call and logcat. The relation 

between the sources of evidences is then defined by 

mapping the traces of malware behavior with each of 

the sources of the evidence. For example, every network 

traffic traces are mapped to system call traces and 

system call traces are mapped to logcat traces. Lastly, a 

traceability matrix for each link between the source 

evident is constructed. The information from multiple 

matrices is then combined into a main matrix in order to 

make important information more accessible. Figure 3, 

4, 5 and 6 shows the main event versus evidence source 

matrix and the event versus the trace information matrix 

for each evidence source. 

 
Case 

ID 

Events Evidence Source 

Network System 

Call 

Logcat 

1 GoldDream N1 S1 L1 

N2 S2 L2 

Figure 3 Main event Vs. Evidence Source 

 
Figure 4 Network Traffic Vs. Evidence Source 

 

Figure 5 System call Vs. Evidence Source 

 
Figure 6 Logcat Vs. Evidence Source 

 

4. CONCLUSIONS 

 The traceability matrix in android forensic 

investigation introduce in this research is used to 

facilitate the forensic investigator on collecting the 

potential sources of evidence, tracing and mapping the 

evidence during the forensic investigation process. This 

help the investigator in identifying the traces 

relationship between the incident’s events discovered. 

The traceability matrix shows the behavior of the 

mobile malware based on the attributes identified from 

the sources of evidence. This facilitates the investigator 

to have an early information that needed for the 

evidence to be discovered for the mobile malware cases. 

The construction of the traceability matrix is important 

to ensure the traces and the relationship of the evidence 

discovered during the investigation are completed with 

concern all potential sources of evidence.  
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